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ABSTRACT

QR codes are similar to two dimensional barcodes but having user friendly appearance.ln proposed system, we are going
to implement the concept of QR images, in which we can hide the secretemessage into QR codes so that it will be difficult
for unauthorized person to understand that secret information. We are goingto encode the numeric and alphanumeric
charactersin the QRcode. In the proposed method we are going to use the 2 levels orNew Rich QR code to carry the secret
message mainly to increasethe information security, storage capacity and high-speed readingapplications. The 2 level QR
codes will have two storage levels, known as Public level and Private Level in which we are going toencode the public and
private message at the same time.
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[.INTRODUCTION
A. QR codesfeatures:

The QR code was invented for the Japanese automotive industry by Denso Wave Corporation in 1994. A QR
code is atwo-dimensiona (2D) barcode which is a square consisting of black square dots arranged on a white
background. It encodes the information in binary form in both horizontal and vertical direction that stores more
data than a bar code. The Quick Response (QR) code is designed for storage information and high-speed
reading applications. Each information bit is represented by a black or a white module. There are 40 QR code
versions can be available having different storage capacities. QR code version (version V1) which is the
smallest version has a21 x 21 module size and can store 152 bits of raw data at the lowest correction level. The
biggest versionis (version V40) hasa 177 x 177 module size with the storage capacity of 7089 bits of raw data
at itslowest correction level.

B. Structure of QR codes:
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Fig.1 Structure of the QR code[1]-:
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Above figure 1 shows the structure of the QR codes. The structure contains the following:

1. Position Tags: 3 position tags are used for QR code detection and orientation correction.

Alignment Patterns: One or more alignment patterns are used to code deformation adjustment.
Timing Patterns: Timing patterns are used to set module coordinates.

Format Information Area: Format information areas contain error correction level and mask pattern.

Verson Information Area: Version information areais used to store the code version and error correction
hits.

a s wbd

[I. TWO LEVEL QR CODES

In normal QR codes, the information encoded is always accessible though it is ciphered text and also it is very
difficult to distinguish between the origina and the copy of the document. To overcome these disadvantages, 2
level QR codes has been introduced which will be having the two levels. In the proposed system we are going
to encode the public as well as the private message at the same time which results in increasing the storage
capacity of the QR code. Thefirst level i.e. public level is same as the standard QR code which is accessible to
any QR code reader and that’s why it has the characteristics of the QR codes. In the second level i.e. private
level, the black modules are replaced by the custom/proposed code that’s why it invisible to standard QR code
reader. Only the authorized person or the reader would be able to read the private message in the QR code. This
helps to use the QR code for private message sharing and for document authentication.

To encode and decode the public and the private message in the QR code we have used the open source library
function from ZXing.ZXing ("zebra crossing') is an open-source, multi-format 1D/2D barcode image
processing library implemented in Java, with ports to other languages.

As application perspective, 2LQR code can be suggested as private message sharing scenario and
authentication scenario. Private message sharing has to follow the rule of invisible storage and private message
transmission into QR code. In authentication scenario, the main aim is to verify if the reader is authorized or
not.

Fig 2 (a): Standard QR code, Fig 2 (b) 2LQR code for private message sharing, Fig 2 (c) 2LQR code for
authentication.

From the above figures, we can see the standard QR code Fig.(a )and the QR code with the public message
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Fig. (b) looks the same. But the QR code encoded with private message Fig.(c) looks different which only the
specia QR code reader or scanner can decode or read.

The QR code is generated using the standard QR code generator imported from the open source Zxing library
function. We enter the message which is the string of aphanumeric characters. We convert this string of ASCII
character into equivalent binary bits .This string of bitsis then split up into shortest possible string of bitsand is
then we store the public message Mpub into the QR code using the customized generation method.

I11. Process flow of Two Level QR Codes generation
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Fig3. 2L QR code generator flow diagram

Above Fig3shows the flow chart of the proposed system. In the first block of the flow chart we check the
mode of the entered data or message ex. Numeric, alphanumeric, binary or kanji. In our proposed system we
have entered the aphanumeric message which we are going to encode as a public and the private message.
We also have to select the version of the QR code. QR code has the different versions from smallest version 1
(V1), version 2 (V2) and so on up to largest version 40 (V40). The size of the QR code is decided according to
the version. In our system we are considering version 40 (V40) which is having the size of 177 x177 pixels.
The standard formula for calculating the QR code size is as below.
Num = 17+4*N
N = Version of QR code

num = 177 = 17+4*40

QrCodeHeight = 177;

QrCodeWidth = 177;

The capacity of the QR code is depends on the data mode and the version of the QR code. Once we enter the

message in the form of string, we calculate the ASCII value of each characters of the string. The ASCII valueis
then converted to into binary form.
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In our proposed system we are going to encode the message at the edges of black modules starting from the top
left most pixelsin position tag.

The encoded public message can be read by any standard QR reader or the scanner. The public message reader
will not know about the contents of the private message in the QR code. However, the encoded private message
can be read by only the special QR scanner or reader. In that way we can maintain the privacy of the encoded
message without sending any key separately. In the proposed system we are sending or encoding the public and
the private message simultaneously which increases the storage capacity.

V. Private M essage Embedding Algorithm

Step 1: After encoding the public message M pub into the QR code, we get the binary image (IMpubB) of (m *
n) size.

Step 2: We take the private message (Mpriv) which is to be encoded in the same QR code. This private
message is al so the string of alphanumeric characters.

Step 3: We count the total number of characters (Nc) in private message and convert it into the binary format
(NCB). This binary format will be the 9 bit binary format.

Step 4: The private message (Mpriv) isthen converted into the binary format (M privB).

Step 5: We count the total number of bits (NcM privB) of the binary formatted message.

Step 6: With this binary formatted message, we start embedding these binary (MprivB) bitsin QR code starting
from the top left corner of the codein alternate bit manner.

Step 7: Here, we are using 8- connectivity method to check that pixel (MprivB) should be the edge pixel and
we embed (MprivB).

Step 8: At thefinal stage, we get the binary image (IMprivB) of (m* n) size.

V. Private M essage Decoding Algorithm

Step 1: Take private message embedded QR image (IMprivB) of (m* n) size.

Step 2: Get number of characters (NC) from private message in 9 bit binary format (NCB) from upper left
corner of (IMprivB) by aternate bit manner.

Step 3: We convert the binary formatted message (NCB) into the decimal format.

Step 4: We cal culate the number of bitsin private message (NMprivB) by multiplying it by 8 N*8.

Step 5: Get the (PprivB) in QR code from second row and second column in aternate bit manner till we reach
the size of (NMprivB).

Step 6: The private message is getting extracted (Mpriv) by converting the private message binary string into
the character array.

VI. Storage Capacity Calculation Flow
The following section will describe the data storage capacity ofthe 2 Level QR code.

The QR image sizeis 177 x 177 pixelsincluding white area.
177 x 177 =31,329 pixels

177

Fig 4. Stor age Capacity
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From left 25 pixels and from right 26 pixels are discarded.
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Fig 5. Storage Capacity

5 2B

25+26 =51
177-51 =126

So, the actual QR code matrix becomes, 126 x 126= 15,876

Again, in the standard QR code structure, 1 pixel from left and 2 pixels from right is discarded, so now
the QR code size became
123 x 123 =15,129

In proposed system, we are going to embed data in alternate pixel, so it became
123/2= 62

It means, 62 x 62 = 3844 (binary bits) => 3844 /8 = 480 ASCI| characters

Convert it into binary bits=> 111100000 (It requires 9 bits to denote binary of 480)
If we subtract 9 bits from the total binary bits (i.e. 3844)

3844-9 = 3835 => thiswill bethe actual length if private message.
3835/8 = 479 ASCI|I characters

So we can conclude that the total capacity of the private message that we can encode in the QR code
will be 479 characters.

VIl.  Experimental Results

Currently this proposed system designed to view the public message using the standard QR code reader. The
public message isencoded from top left corner of the QR code image using the standard QR code generation
algorithm.At the same time we have also encoded the private message in thesame QR code image. We have
used the 8 connectivity method toencode the private message into the QR code image.

Following Figure 6 shows the QR image embedded with the public message

Public message: "Welcome to JSPM's RSCOE, Tathawade, Pune”

| & Figure 1

Fig 6. QR code with public message
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Following figure 7 shows the QR image embedded with the private message.
Private message: "moabile no. 4567435022, account no. 545664781235, address.365,Sweet-home,pune.”

4| Figure 2 kS
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Fig 7 QR codewith public and private message

VIIl. Conclusion

- We have used the standard QR code reader to view the public message, which is encoded using open
source library functions.
At the same time we have also encoded the private message in the same QR code image. We have used
the 8 connectivity method to encode the private message into the QR code image.
The public and the private message are encoded starting from top |eft corner of QR image.
These QR code consist of public and the private message.
No need to send the key separately with private message.
2L QR code can decode the public message without decoding the private message. So, it increases the
speed of reading process.

Storage capacity isincreased as the public and the private message is encoded in the same QR code.
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